Photon subtraction can enhance the performance of continuous-variable quantum key distribution (CV QKD). However, the enhancement effect will be reduced by the imperfections of practical devices, especially the limited efficiency of a single-photon detector. In this paper, we propose a non-Gaussian postselection method to emulate the photon substraction used in coherent-state CV QKD protocols. The virtual photon subtraction not only can avoid the complexity and imperfections of a practical photon-subtraction operation, which extends the secure transmission distance as the ideal case does, but also can be adjusted flexibly according to the channel parameters to optimize the performance. Furthermore, our preliminary tests on the information reconciliation suggest that in the low signal-to-noise ratio regime, the performance of reconciliating the postselected non-Gaussian data is better than that of the Gaussian data, which implies the feasibility of implementing this method practically.
I. INTRODUCTION
Quantum key distribution (QKD) [1, 2] is the most applicable technology of quantum information, which can allow two users (Alice and Bob) to establish secure keys remotely through an insecure quantum channel controlled by an eavesdropper (Eve). QKD has two main branches, i.e., discrete-variable (DV) QKD and continuous-variable (CV) QKD [3] [4] [5] , in which the information is carried by the quadratures (x andp) of the light field. CV QKD protocols using Gaussian modulated coherent states [6] [7] [8] not only have been proved to be unconditionally secure in theory [9] [10] [11] [12] [13] , but also have the advantage of being compatible with standard telecommunication technology, which leads to an expectation of better application. However, limited by the practical experimental techniques and the non-perfect reconciliation efficiency, the transmission distances of early CV QKD setups were not sufficiently long for network applications [14] [15] [16] . Thus, research on extending the transmission distance has attracted much attention in the past few years.
Recent major progress in CV QKD in experiment [17] was achieved with 80 km transmission distance using coherent states by taking advantage of the multidimensional reconciliation protocol [18, 19] in the low signal-tonoise ratio (SNR) regime and the optimization of other experimental aspects. Besides the improvement of exper-29], because it is bounded. Furthermore, our preliminary tests on the information reconciliation of the postselected non-Gaussian data suggest that the multidimensional reconciliation algorithm can be directly used for the virtual photon-subtraction method. Especially in the low signal-to-noise ratio regime, the performance of reconciliating the postselected non-Gaussian data is even better than that of the Gaussian data, which implies the feasibility of implementing this method practically.
This paper is organized as follows: In Sec. II, we introduce some basics of the photon subtraction and propose the equivalent postselection method of the photonsubtraction operation in a coherent-state CV QKD protocol. In Sec. III, we present the performance of the virtual photon subtraction through numerical simulation, the optimal choice of the parameter in virtual photon subtraction, and the tests of information reconciliation on the postselected non-Gaussian data. In Sec. IV, we summarize the paper.
II. PHOTON SUBTRACTION AND ITS EQUIVALENT POSTSELECTION IN CV QKD
Photon subtraction can enhance the entanglement of the TMSV state. Various scenarios were proposed, including applying photon subtraction on one mode or both modes of the TMSV [32] , directly or after a pure lossy channel [35] . To make our derivation self-contained, in this section, we first introduce the basics of photon subtraction on a TMSV state (noted as the photonsubtracted TMSV state), then propose its equivalent non-Gaussian postselection in CV QKD protocols (noted as virtual photon subtraction).
A. Photon Subtraction of a TMSV State
The TMSV state involves two modes A and B. {â,â † } and {b,b † } denote the annihilation and creation operator of modes A and B, respectively, where
A TMSV state can be expressed by
where λ ∈ [0, 1), | m, n = | m A ⊗ | n B , and {| n } n∈N denotes the Fock state. The EB scheme of CV QKD with photon subtraction inside Alice is shown in Fig. 1(a) . After generating the TMSV state, Alice uses a beams plitter (BS1), with transmittance T , to split the mode B into modes B 1 and B 2 , getting a tripartite state ρ AB1B2 ,
Then B 1 will be measured by a positive operator-valued measure (POVM) measurement {Π 0 ,Π 1 }, and the modes A and B 2 will be kept only when the POVM elementΠ 1 clicks. The kept state ρΠ 1 AB2 is denoted as the photonsubtracted TMSV state,
where tr X (·) is the partial trace of a multimode quantum state, and PΠ 1 = tr AB1B2 (Π 1 ρ AB1B2 ) is the success probability ofΠ 1 clicks. DifferentΠ 1 will lead to different types of photonsubtraction. A general photon subtraction operation is subtracting k photons, which refers toΠ 1 = |k k| and can be realized by a photon number resolving (PNR) detector [36] . And it is shown in [33] that the entanglement will increase as more photons are subtracted. The photon subtraction can also be extended to the mixture of subtracting different k photons,Π 1 = ∞ k=0 c k |k k| and c k ∈ {0, 1}, among whichΠ on = ∞ k=1 |k k| = I − |0 0| corresponds to an on-off detector. See Appendix B for more details about the above two examples.
B. Virtual Photon Subtraction in CV QKD via Postselection
We suppose Alice uses the photon-subtracted TMSV state as the source of a CV QKD system, and she will perform a heterodyne detection on mode A. As shown in Fig. 1(a) , the measurement result of a single-photon detector represents either keeping this state (click) or not keeping this state (no click). Alice needs to record this extra data for each TMSV, and will reveal it to Bob after Bob measures the mode B 3 .
According to the extemality of Gaussian quantum states [9, 10, 37] , the secret key rate of the state ρΠ 1
AB3
is no less than a Gaussian state ρ G AB3 which has the same covariance matrix, where K(ρΠ
). Thus we will use ρ G AB3 to derive the secret key rate. Besides, the success probability of Alice's POVM measurement PΠ 1 should also be taken into account. Thus, for the reverse reconciliation, the lower bound of the asymptotic secret key rate under collective attack is
where β is the reconciliation efficiency, I G (A : B) is the mutual information between Alice and Bob, S G (E : B) is the Holevo bound [38] of the mutual information between Bob and Eve. The calculation method of K is shown in the Appendix C.
Next, we will present the equivalent virtual photon subtraction via postselection according to Alice's measurement results, which will benefit the system. First, it is not necessary to accomplish the practical photon subtraction which reduces the complexity of the system. Second, it has better performance than the practical photon subtraction since one can emulate the ideal detector case.
The heterodyne detection and the POVM measurement {Π 0 ,Π 1 } are commutable since they are conducted on two different modes. Thus, Alice can perform the heterodyne detection on mode A first, and then the POVM measurement on mode B 1 . It is known that heterodyne detection on one mode of the TMSV state will project the other mode onto a coherent state; thus after BS1, the state of modes B 1 and B 2 , given that Alice's heterodyne measurement results are
The success probability of subtracting k photons, given Alice's heterodyne measurement results, will be the function of {x A , p A },
Then the mixed state output from Alice's station will be
where
is the Gaussian distribution of Alice's heterodyne measurement results,
2 is the variance of the TMSV state.
In the case where Alice does not use any kind of photon-subtraction operation, the output mixed state is ρ (G) B = dx A dp A P xA,pA |α α|.
Compared with the postselected state in Eq. (6), there are two differences. Firstly, there is an additional weighting function in Eq. (6),
which leads to a filter function, or acceptance probability, of each pair of {x A , p A },
Second, the output coherent state needs to go through the BS1 with transmittance T , which can be emulated via generating a coherent state with a smaller mean value √ T α. Thus, after exchanging Alice's heterodyne measurement and the photon-subtraction operation, we get the equivalent virtual photon subtraction via postselection of Alice's measurement results and scaling the mean value of output coherent state by a factor √ T . The postselection filter function is shown in Eq. (8) .
In summary, the PM scheme of CV QKD using virtual photon subtraction, depicted in Fig. 1(b) , is as follow:
Step 1. Alice generates a coherent state |α , where α = √ 2T λγ/2, γ = x A + ip A , and {x A , p A } are chosen randomly from a Gaussian distributed set with zero mean and variance V xA = V xB = (V + 1)/2. T is the transmittance of BS1 and V is the variance of the equivalent TMSV. Then she sends the coherent state to Bob.
Step 2. After receiving the state, Bob will perform homodyne or heterodyne detection, and the measurement results are denoted by x B , p B .
Step 3. Steps 1 and 2 are repeated until they collect enough data. Alice will decide which data will be accepted, and reveals the decisions to Bob. The acceptance probability for each data is Q (γ, λ, T ) as in Eq. (8) . Then Alice and Bob use the accepted data to finish the postprocessing steps, including parameter estimation, information reconciliation and privacy amplification.
Since Alice reveals her decision of whether or not she accepts each data after Bob's measurement, the discarded states can be seen as the decoy states, which are used in the former non-Gaussian protocol [39] to enhance the security.
We note that for the practical implementation, the secret key rate, given by Eq. (4), should be modified to take finite-size effects into account [40] , which indicates that the acceptance probability will influence the finite-size analysis. However, this will not affect the effectiveness of our method; therefore, we only consider the asymptotic rate here for simplicity.
III. PERFORMANCE OF THE PROTOCOLS
In this section, we first present the performance of the protocols using photon subtraction in terms of secret key rate and tolerable excess noise, through numerical simulations. Then we discuss the transmittance of Alice's BS1, and the reconciliation efficiency of the postselected non-Gaussian data. As described in Sec. II B, we will use Eq.(4) as the asymptotic secret key rate. Since it only involves the Gaussian state, the covariance matrix of ρ (k) AB3 will be sufficient to get the rate, which can be gotten according to Alice's and Bob's accepted data when implementing this protocol practically. Here in the simulation we assume that the channel can be characterized by two parameters: the channel transmittance T C and excess noise ε, which means if the covariance matrix of ρ
where I = diag(1,1) and σ Z = diag(1,-1), then, after the channel transmission,
can be found in Appendix D. And for the rest of the paper, we assume Bob uses homodyne detection. We note that Eve's optimal attack for this non-Gaussian protocol is still an open question.
A. Secret Key Rate and Tolerable Excess Noise
For the virtual k-photon subtraction, the transmittance T of Alice's BS1 can be chosen arbitrarily from 0 to 1, which will result in the change of overall acceptance probability PΠ 1 (k) and also the covariance matrix of γ (k) AB2 . Thus, for each transmission distance, the secret key rate varies with different T , and there should exist an optimal choice of T for each distance to maximize the secret key rate. Figure 2(a) shows the maximal secret key rate at each distance for all possible T . And Fig. 2(b) shows the optimal choice of T for each distance, specifically, only for distances with secret key rate more than 10 −6 , respectively. The black solid line in Fig. 2(a) represents the case of the original protocol, which is outperformed by the protocols of using photon subtraction at long-distance range, especially the case of using one-photon subtraction (blue solid line). This implies one of the advantages of using photon subtraction, that is, expanding the maximal transmission distance. However, for the short-distance range, even for the optimal choice of T , the secret key rate is still worse than the original protocol. One reason is the limited acceptance probability, which is below 0.25 under the parameters we used here (see Fig. 6 ). Fig. 2 (a) also shows that the one-photon subtraction has the longest transmission distance compared to the other cases. The main reason is that, when subtracting more photons, the non-Gaussianity is higher [33] , which means the Gaussian state that has the same covariance matrix, ρ G AB2 , is more noisy. Thus, when employing the extremality of Gaussian quantum states to do the security analysis, it gets a worse result. More specifically, we rewrite the covariance matrix γ (k) AB2 as follows: where V A = 2Ṽ − 1, χ A = (1 − η A )/η A , and
This means, in the viewpoint of calculating the secret key rate, the k-photon-subtracted TMSV can be seen as a source with an extra loss on the B 2 mode before being emitted into the channel. And η A decreases as the photon-subtraction number k increases, especially when the optimal T is lower for higher k at long-distance range, which implies that subtracting more photons will result in more loss. Therefore, subtracting one photon shows better performance under the conditions of Fig. 2, i. e., the initial variance of TMSV is 20. Tolerable excess noise represents another aspect of a protocol. Figure 3(a) shows the maximal tolerable excess noise at each distance for all possible T , and Fig. 3(b) shows the optimal choice of T for each distance. Similar to Fig. 2(a) , the case of original protocol (black solid line) is also outperformed by other cases at long transmission distance range, which implies another advantage of using photon subtraction that increases the maximal tolerable excess noise for distant users. It is also shown that when the channel is less noisy, for instance, ε ∼ 0.005, all four photon-subtraction operations will expand the maximal transmission distance to more than 200km. On the other hand, one could notice that the optimal choice of T for the maximal tolerable excess noise shows a different form from the one for the maximal secret key rate. That is because the tolerable excess noise is not affected by the overall acceptance probability, while the secret key rate is.
B. The Transmittance of Alice's Beamsplitter
In Step 1 of the PM scheme using virtual photon subtraction described in Sec. II, it requires Alice to know the value of T in advance. For a relatively stable system and environment, Alice can use the data of the last run to approximately estimate the optimal T for this run. However, when the system or environment changes rapidly, the above method may not result in a suitable estimation. In this case, one can linearly scale Alice's heterodyne measurement results first and then accomplish the postselection. After the linearly scaling, Alice's data follows a new Gaussian distribution P ′ XA,PA with a different variance V ′ , which can be regarded as the heterodyne measurement results of a new equivalent TMSV. We assume T 0 is the estimated value according to the data of the last run, and η is the real optimal choice of this run. Let X A = Gx A , P A = Gp A , and
. Then the state Alice initially sends out can be rewritten as
where P ′ XA,PA = P xA,pA G 2 , with x A and p A substituted by X A /G and P A /G, is the new Gaussian distribution of the scaled data. Considering the explicit form of P ′ XA,PA , the variance V ′ fulfills that
. After this linearly scaling step, Alice could do the equivalent postselection according to the new data X A , P A . By traversing all possible value of η, one could find the optimal value of it to optimize the secret key rate at a certain distance. In this way, the key parameter of virtual photon subtraction, the transmittance of Alice's BS1, can be adjusted after Alice and Bob estimate the channel parameters, which makes this method more flexible.
Another problem about the choice of T is that if the secret key rate varies significantly with T around its op- timal value, then we need to estimate it accurately to maintain a relatively high performance, which requires complicated implementations in a practical system. Fortunately, as shown in Fig. 4 , the secret key rate varies slowly with T at each distance around its optimal value (black solid line). Specifically, the secret key rate can maintain higher than 90% of its optimal value (R opt ), if the estimated T is in the area between the left red dashdotted line and the right blue dash-dotted line. If one only requires that the secret key rate is higher than onehalf of its optimum, then the choice of T is much more flexible, i.e., within the area between the left red dashed line and the right dashed line.
C. Reconciliation Efficiency of non-Gaussian Data
In all of the above discussions, we assume the reconciliation efficiency β is 0.95, which is a pretty good efficiency approached in the Gaussian case [17] . Therefore, another thing one may be concerned about is, for the non-Gaussian data generated by virtual photon subtraction, whether or not the information reconciliation still remains a relatively high efficiency as for the Gaussian data. We have carried out a preliminary test on the performance of the multidimensional reconciliation method, proposed in [18] , on both using one-photon subtraction and not using any photon-subtraction cases (non-Gaussian and Gaussian cases, respectively) with simulated data, assuming the binary input additive white I: Performance comparison of the multidimensional reconciliation method between Gaussian and non-Gaussian data. R: the rate of sparse check matrix; SNR: signal-tonoise ratio; β: reconciliation efficiency; Type: the type of tested data; S/T: the number of successfully decoded data blocks/the number of total tested data blocks; AIN: average iteration number when the decoding process succeeds.
Gaussian noise channel (BIAWGNC).
The two sparse check matrices used here are of two different rates: one is 0.1 and another is 0.02. For each signal-to-noise ratio (SNR), we have tested more than 40 data blocks. Each data block contains 2 20 bits (1 Mbits). Therefore, the number of successfully decoded data blocks and the average iteration number when the decoding process succeeds will represent the performance of the reconciliation method. Table I shows our test results in which, for the 0.1 rate matrix, non-Gaussian cases show a better performance than the Gaussian cases, on both the numbers of successfully decoded blocks and the average iteration number, given the same SNR. For the 0.02 rate matrix, the non-Gaussian cases show similar numbers of successfully decoded data blocks but less average iteration numbers compared to the Gaussian cases, except the last row. In the last row, the successful decoding probability of the Gaussian case drops significantly, while the non-Gaussian case only drops a little, provided there is more average iteration.
In short, from our test, when considering a high reconciliation efficiency ≈ 0.96, the 0.02 rate check matrix shows a relatively high successful decoding probability, i.e., more than 60%. Besides, the two sparse check matrices were initially designed for Gaussian data, not specially designed for the photon-subtraction case. Thus, this result suggests that one may directly use the multidimensional reconciliation codes for photon subtraction. If the check matrix is specially designed for the nonGaussian data, the reconciliation efficiency may be even higher.
IV. CONCLUSION
In this paper, we proposed the virtual photonsubtraction method in coherent-state CV QKD protocols, which can be accomplished by non-Gaussian postselection according to Alice's data. It can not only remove the complex physical operations, but also emulate the ideal operations which optimizes the performance of the CV QKD system. The main parameter, i.e., the transmittance of Alice's BS1, of this postselection method can be adjusted flexibly according to the channel parameters to optimize the secret key rate or tolerable excess noise at a certain distance. The numerical simulation shows that by choosing the optimal transmittance of Alice's BS1, the use of virtual photon subtraction will outperform the original protocol at long-distance regime.
Furthermore, our preliminary tests about the information reconciliation suggest that by using the multidimensional reconciliation algorithm, the performance of reconciliating the postselected non-Gaussian data is even better than that of the Gaussian data. Specifically, for each SNR, either the successfully decoded blocks are higher or the average iteration numbers are lower which saves decoding time. In our tests, the two sparse check matrices were initially designed for Gaussian data, not for the non-Gaussian case, which suggests that one can directly use the multidimensional reconciliation method here. This implies the feasibility of implementing this virtual photon-subtraction method practically.
The perfect one-photon subtraction will require an ideal PNR detector. However, a practical PNR detector has imperfections, such as finite detection efficiency (DE) and dark count, which will reduce the maximal transmission distance. Because the average photon number for a TMSV state used in CV QKD is usually several tens, which means that the number of the legitimate count of a well-demonstrated PNR is much greater than the dark count, the finite detection efficiency (η d ) is the most significant factor. It is similar for the on-off detector based on the avalanched photodiode (APD). Thus, we only consider the effect of the limited detection efficiency. As depicted in Fig. 1(a) , an extra beam splitter (BS2) with transmittance 1−η d is put in front of an ideal detector to model the practical detector's finite detection efficiency. Figure 5 shows how the SPD's nonunit detection efficiency will reduce the performance by numerical simulation. When the detection efficiency descends to 0.8 (green dashed line), although it still outperforms the original protocol, the maximal transmission distance decreases significantly. If the detection efficiency descends to 0.5 (pink dotted line), although it is achievable using superconducting transition-edge sensors at telecom wavelength [36] , the maximal transmission distance is worse than the original protocol. And it is even worse if one uses the commercial on-off SPD with only 0.1 detection efficiency based on APD (red dash-dotted line).
Appendix B: Subtracting k photons
Here we use the same notation as depicted in Sec. II. After the BS1, the state is ρ AB1B2 = |ψ ψ|, where |ψ = U BS |TMSV ⊗ |0
(B1) and C l n is the combinatorial number. The success probability ofΠ 1 = |k k| clicks on mode B 1 is
And its relationship with the transmittance of Alice's BS1 is shown in Fig. 6 . Then the k-photon subtracted state is
and
As a comparison, for the on-off detector, the success probability is PΠ 1 (on) = 1 − PΠ 1 (k = 0)
The final state is a mixed state, such that
